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What is static analysis?

Compile-time testing of all possible code paths.
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What is Coverity Scan?

€ Proprietary
€ Free to use for open source projects

€ A locally run tool and paired web service
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What is Coverity Scan?
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Travis-Cl for GitHub projects and
run your builds automatically.

. Do-it-Yourself

Additional Resources
+ @ Review the Quick Start
Guide

« ? Frequently Asked
Questions

» & Join the conversation
B4 Questions?

Contact us at:
scan-admin@coverity.com
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What is Coverity Scan?

€ ) @ @ | hitps://scan7.coverity.com/re ports. htmifv15948/p12688/filelnstanceld=30135214&defectinstanceld=6722638 &mergedDefectld=1388526
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CID 1388526 (#3 of 3): Division or modulo by float zero (DIVIDE_BY_ZERQ)
24.divide_by_zero: In expression {double)dest_width / src_width, division by expression src_wi

th which may be zero has undefined behavior,

_pixops_composite color (dest buf, dest width, dest height,
dest_rowstride, dest channels,
dest has_alpha, src buf, src width,
src_height, src_rowstride,
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0,0,00

(double)dest width / src width,
(double)dest_height / src_height,
filter level , 255, 0. 0. 16.
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s it the best tool for the job?

€ Mature support for triaging and dismissing false positives
€ Wide use over many projects and active development

€ Free to use

€ Proprietary

€ Submission rate limiting

€ Should be used as one tool out of many
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How have we been using Coverity?

€ Jenkins + JHBuild

€ Manually created Jenkins jobs

€ Limited set of hand-picked ‘security critical’ modules
€ E-mail notification of scan results

€ Partial ownership by module maintainers

€ No real comaintainership of the project
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What impact has this had?

OUR RELATIONSHIP ENTERED
ITs DECLINE AT THIS POINT.

/ THAT's WHEN YOU
STARTED GRAPHING
N

EVERYTHING.
‘. COINCIDENCE!

Q—

Randall Munroe, https://xkcd.com/523/, CC-BY-NC 2.5
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https://xkcd.com/523/

How is this useful?

€ Find bugs in error paths

€ Complements unit testing

€ Find bugs in parsers and file loaders

€ Find bugs before they are hit at runtime

€ Jenkins won't forget to run analyses like maintainers do
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How is this not useful?

€ Not reasonable to use as a try-server
€ Initial dump of false positives when adding a project
€ Problems with handling idiomatic C

€ Jenkins + JHBuild is not the most reliable
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How do | get involved?

€ Talk to me; propose modules for inclusion into Jenkins
€ Or go with Coverity yourself

€ Or try other static analysis tools (clang-analyzer?) and let me know!
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Miscellany

Jenkins jobs https://jenkins.freedesktop.org/view/GNOME%20Coverity/
Coverity http://scan.coverity.com/

Wikipedia on static analysis
https://en.wikipedia.org/wiki/Static_program_analysis
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